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1
METHOD AND APPARATUS FOR MANAGING
THE TRANSFER OF SENSITIVE
INFORMATION TO MOBILE DEVICES

TECHNICAL FIELD

This disclosure relates to managing the flow of sensitive
information to mobile devices. Specifically, implementations
of'a method and apparatus for managing the transfer of email
to a mobile device are disclosed.

BACKGROUND

Use of mobile devices, such as smart phones, is being
widely adopted across the business community. With this
greater adoption, the users of mobile devices expect to use
these devices to facilitate modern business processes. For
example, smart phones are now used to access corporate
email systems and other critical business systems that contain
potentially vast amounts of sensitive information. This sen-
sitive information may include, for example, health informa-
tion (PHI), personally identifiable information (PII), financial
information and confidential intellectual property. The exist-
ence of this sensitive information on mobile devices makes
the information susceptible to data losses, for example, in
cases in which the device is lost or stolen.

Apart from the damage to business secrecy and reputation,
regulation within the United States and abroad poses substan-
tial legal liabilities if information is lost due to its dissemina-
tion to a mobile device. Regulations such as the Health Insur-
ance Portability and Accountability Act (HIPA), the Gramm-
Leach-Bliley act (GLBA) and the privacy-protecting laws of
various states and nations may require that the information
assets within organizations should be monitored and sub-
jected to an information protection policy in order to protect
the privacy of customers and employees and to mitigate the
risks of potential misuse and fraud.

Data Loss Protection (DLP) systems may provide a
method of ensuring an organization’s conformance with an
established information protection policy. These systems
may monitor information provided to mobile devices to
ensure their conformance with the established policies.
Mobile devices are provided by a variety of manufacturers
and run a variety of operating system environments. For
example, in 2012, operating systems such as Research in
Motion®’s Blackberry® OS 7, Apple’s® I0OS®, Google’s®
Android®, and Microsoft® Windows Mobile® are popular.
Developing client side applications for each of these operat-
ing environments can be time consuming and expensive.
Because of the variety of mobile device configurations,
employing DLP software for each mobile device presents
challenges in terms of complexity and cost. Additionally,
while digital rights standards provide one method for protect-
ing digital data, use of DRM can become cumbersome when
dealing with the diversity of data typically present in a cor-
porate environment. Thus, there is a recognized need for a
method and system that can manage the transfer of sensitive
data to a mobile device that does not rely on specific mobile
device client implementations.

SUMMARY

Embodiments of the disclosure may include a method of
preventing the loss of sensitive data on a mobile device. The
method may include receiving a request via a network from a
mobile device for data, filtering a data set to produce a filtered
data set, the filtering based, at least in part, on properties of the

10

15

20

25

30

35

40

45

50

55

60

65

2

mobile device, and sending a response to the mobile device
via the network, the response based, at least in part, on the
filtered data set. In some embodiments, the properties of the
mobile device include at least one of the mobile device model
number, mobile device EUN, mobile device operating sys-
tem, or mobile device location. In some embodiments, the
properties of the mobile device include whether the mobile
device is communicating over a secure channel.

In some embodiments, filtering the data set includes initi-
ating filter processing of the data set to produce the filtered
data, sending a plurality of portions of the response to the
network request to the mobile device in separate network
messages, at an interval that is less than a mobile device
timeout value and greater than a timer value, while the filter
processing of the data set is in progress. The mobile device
timeout value may be based on the operating system of the
mobile device. In some embodiments, each of the plurality of
portions include four or less bytes of data and does not include
data derived from the data set. In some embodiments, the
timer value is greater than 500 milliseconds. In some embodi-
ments, filtering the data set comprises initiating filter process-
ing of the data set to produce the filtered data set, and while
the filter processing of the data set is incomplete, setting a
timer with a duration less than a mobile device timeout value,
receiving notification that the timer has expired, and sending
a portion of the response to the mobile device in response to
expiration of the timer. Sending the response comprises com-
pleting transmission of the response in response to the
completion of filter processing of the data set.

In some embodiments, a portion of the response comprises
at least a portion of a http header. In some embodiments, a
portion ofthe response comprises a portion ofa WBXML file.
In some embodiments, the method further includes sending a
server request for the data set to a server in response to
receiving the request from the mobile device, and receiving
the data set from the server in response to the server request.
In some embodiments, filtering the data set includes deter-
mining that a received email message is not authorized to be
transferred to the mobile device, and including a block noti-
fication message in the filtered data set in response to the
determining.

Some embodiments further include indicating the received
email message is quarantined in the filtered email data set.
Some other embodiments further include receiving an indi-
cation that the received email message is authorized to be
transferred to the mobile device after sending the response to
the mobile device, updating the filtered email data set to
include the received email message; and in response to the
indication, sending a first network message to data server,
indicating a property of the received email message has
changed from a first value to a second value, and in response
to the indication, sending a second network message to the
data server, indicating the property of the received email
message has changed from the second value to the first value,
receiving a second request from the mobile device for an data
set, and sending a response to the mobile device including an
indication that the received email message is authorized.

In some embodiments, the receiving notification, sending
of a portion, and setting of a timer are iteratively performed
until filter processing of the data set is complete. In some
embodiments, the portions do not include email message data
or attachments from the data set. In some embodiments, the
request is an http or https request and the response comprises
an http or https response.

Another aspect disclosed is an apparatus for preventing the
loss of sensitive data on a mobile device. The device includes
a processor, a memory operatively coupled to the processor,
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the memory storing a mobile device communication module,
configured to receive a request for email data from the mobile
device, and a data processing module, configured to filter a
data set to produce a filtered data set, the filtering based, at
least in part, on properties of the mobile device, wherein the
mobile device communication module is further configured
to send a complete response to the mobile device based, at
least in part, on the filtered data set. In some embodiments, the
data processing module is further configured to initiate filter
processing of the data set to produce the filtered data set, and
the apparatus further includes a connection management
module configured to set a timer with a duration less than a
mobile device timeout value while the filter processing of the
data set is incomplete, to receive a notification that the timer
has expired, and to send a portion of the response to the
mobile device in response to expiration of the timer, if the
timer expires while the filter processing of the data set is
incomplete, and sending a complete response to the mobile
device includes sending a remaining portion of the response
to the mobile device in response to the completion of filter
processing of the data set.

Another aspect disclosed is an apparatus for preventing the
loss of sensitive data on a mobile device. The apparatus
includes means for receiving a request for data from the
mobile device, means for filtering a data set to produce a
filtered data set, the filtering based, at least in part, on prop-
erties of the mobile device, and means for sending a complete
response to the mobile device based, at least in part, on the
filtered data set. In some embodiments, the means for filtering
of'the data set includes means for initiating filter processing of
the data set to produce the filtered data set, and means for
sending a plurality of portions of the response to the network
request to the mobile device in separate network messages, at
an interval that is less than a mobile device timeout value and
greater than a timer value, while the filter processing of the
data set is in progress.

Another aspect disclosed is a non-transitory computer
readable medium, storing instructions that when executed by
a processor perform a method of preventing the loss of sen-
sitive data on a mobile device. The method includes receiving
arequest for data from the mobile device, filtering an data set
to produce a filtered data set, the filtering based, at least in
part, on properties of the mobile device; and sending a com-
plete response to the mobile device based, at least in part, on
the filtered data set. In an embodiment, filtering of the data set
includes initiating filter processing of the data set to produce
the filtered data set, while the filter processing of the data set
is incomplete, setting a timer with a duration less than a
mobile device timeout value, receiving notification that the
timer has expired, and sending a portion of a response to the
request to the mobile device in response to expiration of the
timer. Sending a complete response comprises sending a
remaining portion of the response to the mobile device in
response to the completion of filter processing of the data set.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a conceptual overview diagram illustrating a
communication system 100 including one implementation of
a data loss protection system.

FIG. 2 is a functional block diagram illustrating one imple-
mentation of a DLP server.

FIG. 3 is a flowchart illustrating one embodiment of a
method for managing sensitive information on mobile
devices.

FIG. 4 is a data format diagram for one embodiment of a
http response message.
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FIG. 5 is a data format diagram illustrating one embodi-
ment of a portion of a response data in an email response
message sent from an email server to a DLP server or an email
client.

FIG. 6 is a flowchart illustrating one embodiment of a
method for managing the transfer of sensitive data to a mobile
device.

FIG. 7 is a sequence diagram illustrating one embodi-
ment’s timing of messages sent between a mobile device, a
DLP server that includes multiple threads of execution, and a
mail server.

FIG. 8 is a flowchart illustrating an embodiment of a pro-
cess for processing email response data.

FIG. 9 is a flowchart illustrating an embodiment of a pro-
cess for managing the transfer of sensitive data to a mobile
device.

FIG. 10 is a sequence diagram illustrating one embodiment
of messages sent between a mobile client, a DLP server, a
mail server, and an administrative console.

DETAILED DESCRIPTION

As described above, mobile devices present an opportunity
to increase the productivity and flexibility of today’s knowl-
edge workers. This opportunity also presents potential risks
that sensitive information may be lost if it is transferred to the
mobile device. Previous corporate environments provided IT
infrastructure that may have been bounded by corporate
offices or perhaps an employee’s personal residence. The
prolific use of mobile devices increases the risk of data loss
due to the portability of the devices and their higher risk of
being lost or stolen than traditional tethered devices. A data
loss prevention (DLP) solution configured to intercept, filter,
and manage corporate data before it is sent to a mobile device
may reduce the risk that sensitive data is lost. Such a DLP
solution may operate on a communications network that con-
nects the mobile device to the corporate network. For
example, the DLP solution may be configured between the
source of corporate data on the network and the mobile
devices to be managed. In this configuration, all corporate
data transferred to the mobile device must first pass through
the DLP system. Such a configuration may also avoid some of
the complexities discussed above when implementing a por-
tion of the DLP solution on the client device.

One implementation of a DLP solution for mobile devices
may operate in a reverse proxy configuration. For example,
mobile devices may be configured to connect to a data loss
prevention server to retrieve email data. The DLP server may
then be configured to communicate with an email server such
as a Microsoft Exchange Server® or a IMAP server to
retrieve email data on behalf of the mobile client. After filter-
ing the email data retrieved from the mail server based on data
loss prevention policies, the reverse proxy DLP server may
provide filtered email data to the mobile device.

In some implementations, the DLP server may remove or
replace email messages that are not authorized by a DLP
policy to be transferred to the mobile device. For example, a
DLP policy may indicate that documents or emails marked
confidential should not be transferred to a mobile device. The
DLP server may replace an original email message that is
marked confidential with a substitute or block email message.
The block email message may, for example, indicate to the
user that transfer of the original email message to the mobile
device was prevented. The block email message may also
indicate methods the user may employ to have the email
message delivered to their mobile device. For example, some
implementations may provide a link in the substitute email.
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When the link is selected by a user, the DLP server may be
notified that the user believes the original email should be
transferred to the mobile device. Alternatively, the block
email may include a message in some implementations ask-
ing the user to contact an administrator to request a particular
email be sent to their mobile device. The DLP server may then
provide for an administrative interface. The administrative
interface can enable an administrator to override a DLP
policy and allow a particular email to be delivered to the
mobile device.

After a DLP server has been notified that a previously
blocked email is now authorized for transfer to the mobile
device, some implementations may resynchronize the mobile
device’s email with the DLP server. In an embodiment, this
resynchronization may provide an opportunity for the DLP
server to replace the previously sent block email message
with the original email. In another embodiment, the resyn-
chronization by the mobile device initiates a sequence that
makes the original message available for synchronization.

In some implementations, a protocol for mail synchroni-
zation between the mobile client and an email server (or DLP
server operating in a reverse proxy configuration) may define
that the mobile device initiates the resynchronization. In
some implementations, the DLP server may recognize that a
resynchronization is needed. For example, the DLP server
may manage an initial blocking of an email by DLP policies
and a subsequent unblocking of the email by a user or an
administrator. While this may result in the DLP server having
information that the mobile device’s email is out of sync with
the email data ofthe DLP server, the synchronization protocol
may define that the mobile device initiates the synchroniza-
tion.

To cause the mobile client to perform a resynchronization
as defined by the mail synchronization protocol, the DLP
server may indicate to the mobile client that one or more
properties of an email previously synchronized have
changed. For example, the DLP server may indicate that the
folder of an email message has changed from the inbox to a
quarantine folder. The DLP server may then indicate to the
mobile device client that the email message folder has
changed from the quarantine folder to an inbox folder. In
some other implementations, other properties or a single
property of a data item, for example, an email message, may
be modified to cause the mobile device to resyncronize.

This movement of email messages from one folder to
another may cause the mobile device email client to resyn-
chronize its folders with the DLP server. During the resyn-
chronization, the mobile device client may request at least
email header information for the original email that was
blocked during the first email synchronization. The DLP
server may then respond with email header information for
the original email and not for the block email. This resynchro-
nization may therefore provide a mechanism for the DLP
server to “unblock™ a previously blocked email message.

In some implementations, the DLP servers location
between mobile devices and a data source such as a mail
server may allow the DLP server to maintain a database of
information relating to data received from the data source. For
example, if the data source is an email server, results of the
analysis of a first mobile device user’s email and its relation to
DLP policies may be stored in a DLP database. For example,
identifying characteristics of the email may be stored in the
DLP database. From, to, subject, or other header fields may be
stored in the DLP database and used to uniquely identify the
email. Alternatively, checksums or other hashing techniques
may be used to generate a unique identifier for the email. Still
other implementations may be provided with a unique iden-
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tifier by the email server. Results of the DLP analysis may
also be stored in the DLP database. For example, in some
implementations, a document or email may be categorized
into one of several categories. Since an email message may be
sent to multiple recipients, a second mobile device user may
receive the same email. Because the DLP server may analyze
the same email on behalf of multiple email users, analyzing
an email on behalf of a first recipient may benefit from a prior
analysis of the email on behalf of a second recipient. This may
result in the analysis of the email on behalf of the first email
user being processed more efficiently in some implementa-
tions.

The DLP server may retrieve email for a mobile device
from an email server. The email data received from the email
server may be processed by the DLP server to determine
which emails included in the email data are authorized by
DLP policies for transfer to the mobile device and which
emails are unauthorized. The time necessary to complete this
processing may vary based on the size of the email data
retrieved from the email server. While this processing is in
progress, the mobile device may be waiting for a response to
a synchronization request sent to the DLP server. In some
cases, the time necessary for the DLP server to complete this
processing so it can respond to the resynchronization request
of the mobile device may exceed a timeout value of the
mobile device.

To prevent the mobile device from timing out while it
processes the email data, the DLP server may send portions of
a response message to the mobile device while it processes
the email data. These portions of a response may be sent
periodically, for example, at an interval less than the timeout
value of the mobile device. The portions of the response may
include header information such as http response headers or
file headers included in an http response body. Some email
synchronization protocols specity a response format that pro-
vides fields at the beginning of the response that may be
knowable before all the response data from the email server
has been processed. In these implementations, the knowable
fields may be sent as part of the partial responses discussed
above. In other implementations, some fields may not be
knowable until all the email data has been processed. In these
implementations, any partial response data sent to the mobile
device to prevent it from timing out may precede the fields of
the response that are unknown.

In the following description, specific details are given to
provide a thorough understanding of the examples. However,
it will be understood by one of ordinary skill in the art that the
examples may be practiced without these specific details. For
example, electrical components/devices may be shown in
block diagrams in order not to obscure the examples in unnec-
essary detail. In other instances, such components, other
structures and techniques may be shown in detail to further
explain the examples.

It is also noted that the examples may be described as a
process, which is depicted as a flowchart, a flow diagram, a
finite state diagram, a structure diagram, or a block diagram.
Although a flowchart may describe the operations as a
sequential process, many of the operations can be performed
in parallel, or concurrently, and the process can be repeated.
In addition, the order of the operations may be re-arranged. A
process is terminated when its operations are completed. A
process may correspond to a method, a function, a procedure,
a subroutine, a subprogram, etc. When a process corresponds
to a software function, its termination corresponds to a return
of the function to the calling function or the main function.

Those of skill in the art will understand that information
and signals may be represented using any of a variety of
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different technologies and techniques. For example, data,
instructions, commands, information, signals, bits, symbols,
and chips that may be referenced throughout the above
description may be represented by voltages, currents, elec-
tromagnetic waves, magnetic fields or particles, optical fields
or particles, or any combination thereof.

FIG. 1 illustrates a communication system 100 including
one implementation of a data loss protection system. In an
embodiment, the communication system 100 includes mobile
devices 130 and 135 connected to a cellular carrier network
180. The cellular carrier network is also connected to the
Internet 170 so that Internet data may pass between the cel-
lular network and the Internet. Also connected to the Internet
170 through a firewall 115 is a DLP server 110. In other
embodiments, the mobile device 135 may communicate
directly over the Internet. For example, the mobile device 135
may support a wireless networking standard such as 802.11 to
establish and maintain Internet connectivity.

The DLP server 110 may be configured to communicate
with an email server 140. In some implementations, the DLL.P
server 110 may function in a reverse proxy configuration. As
illustrated, the reverse proxy configuration provides for the
mobile devices 130 and 135 to be configured so as to retrieve
their email data directly from the DLP server 110. When the
DLP server receives a request for email data from one of the
mobile devices 130 or 135, the DLP server 110 may then
request email data for the corresponding mobile device from
the email server 140. To obtain the email data for a mobile
device, the DLP server may provide email account authenti-
cation information to the email server. For example, when
requesting email data for mobile device 130, DLP server 110
may provide email account login information for the user of
mobile device 130.

The DLP server may also utilize a DLP database 120 and a
policy database 125 to provide data loss protection services.
For example, the policy database 125 may include policies
that define categories of email data and email attachment
data. The DLP server may perform categorization of email
messages retrieved from email server 140 and determine an
action for emails of the determined categories based on policy
data retrieved from policy database 125.

The DLP database 120 may be used by the DLP server to
store information related to analysis of email data received
from the email server 140. For example, the DLP server may
perform processing of email data received from the email
server 140 in order to characterize or otherwise categorize the
sensitivity of email data received from email server 140.
Because several recipients may receive the same email data,
DLP server 110 may reduce the computation time required to
process the email data received by multiple email users by
storing results of the analysis of email data to DLP database
120. When email data is received for a user from email server
140, the DLP server may first search the DLP database 120 to
determine if analysis of the email data has already been per-
formed, for example, on behalf of another user who retrieved
their email from the email server first. If the email data was
previously analyzed, the appropriate DLP policies may be
applied to the email data more efficiently than ifthe email data
is reanalyzed.

While FIG. 1 illustrates a DLP server operating in a reverse
proxy configuration, other configurations are also contem-
plated. For example, other DLP implementations may not
provide a separate DLP server, but instead utilize a plug-in
architecture with an email server. In these implementations,
the email server software may define one or more interfaces to
enable 3’7 party software modules to intercept and modify
email data as it is processed by the email server software.
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Some DLP implementations may use these plug-in architec-
tures to perform their DLP functions. For example, Microsoft
Exchange Server provides several SDKs that may be utilized
to implement a DLP solution. Other email servers offer simi-
lar interfaces, for example, the popular “sendmail” email
server also provides a plugin facility.

FIG. 2 is a functional block diagram of one implementation
of'a DLP server 110. While FIG. 2 shows DLP server 110 as
one physical device, it should be understood that some imple-
mentations may distribute the functions of DLP server 110 (or
some sub-modules of DLP server 110) across multiple physi-
cal devices. DLP server 110 includes a processor 220 oper-
ably connected to a memory 230, network interface 290,
storage 210, and working memory 205. The memory 230
stores modules that include instructions for the processor 220.
Instructions stored in the modules configure the processor
220 to perform the functions of DLP server 110. For example,
amobile device communication module 225 includes instruc-
tions that configure processor 220 to communicate with a
mobile device. For example, the mobile device communica-
tion module 225 may configure the processor 220 to commu-
nicate with mobile device 130 or 135 illustrated in FIG. 1. The
instructions in the mobile device communication module
may configure the processor 220 to receive a network request
for email data from the mobile device. For example, the
mobile device communication module’s instructions may
implement an http server that accepts http requests from the
mobile device. The http requests from the mobile device may
include http “get” requests that request mail documents,
based on one or more parameters. Therefore, instructions in
mobile device communication module 225 represent one
means for receiving a network request for email data from the
mobile device.

Memory 230 includes a mail server communication mod-
ule 240. Mail server communication module 240 includes
instructions that configure the processor 220 to communicate
with a mail server, such as mail server 140 illustrated in FIG.
1. For example, if mail server 140 is a Microsoft Exchange
server, mail server communication module 240 may config-
ure processor 220 to perform the active sync protocol with
mail server 140. If the mail server 140 is a IMAP server, mail
server communication module 240 may configure the proces-
sor 220 to perform the IMAP protocol with mail server 140.

Memory 230 also includes a data processing module 250.
Instructions in the data processing module 250 configure
processor 220 to process data retrieved from an email server,
such as email server 140 of FIG. 1. For example, instructions
in the data processing module 250 may parse data received
from an email server to identify individual email messages.
Instructions in the data processing module 250 may also
identify characteristics of each email identified. For example,
the sender, distribution list, title, results of keyword searches,
and type and classification of any email attachments may also
be identified. Instructions in the data processing module 250
may also invoke subroutines in a policy module 260 to deter-
mine an appropriate policy to apply to each email being
processed.

The policy module 260 may receive email data content as
well as parameters to determine which policy should be
applied to a particular email. For example, the policy module
260 may receive parameters corresponding to properties of
the mobile device. Those properties may include, for
example, the mobile device model number, EUN, operating
system, authenticated device owner, or location of the device.
Whether the mobile device is communicating over a secure
channel may also determine what policy is applied by the
policy module 260. The policy module 260 may also receive
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parameters relating to the email. For example, distribution list
parameters such as “from:”; “to:”, “subject” fields may be
received by the policy module. The policy module 260 may
determine a policy to apply to the email based on one or more
of'the above parameters. Based on the policy applied, the data
processing module 250 may then remove or replace one or
more emails from the email data received from the email
server 140 to create filtered email data. Therefore, instruc-
tions in the data processing module 250 represent one means
for filtering an email data set to produce a filtered email data
set, the filtering based, at least in part, on properties of the
mobile device.

The filtered email data may then be transmitted to the
mobile device via the mobile device communication module
225. For example, the filtered email data may be included in
an http or https response message thatis produced in response
to an http request message received from the mobile device.
Therefore, instructions in the mobile device communication
module 225 may represent one means for sending a network
response to the mobile device, based, at least in part, on the
email data set.

Memory 230 also includes a connection management mod-
ule 275. The connection management module 275 may man-
age a connection between the DLP server 110 and a mobile
device. When a mobile device sends a request for email to the
DLP server, the mobile device may track the time elapsed
before a reply to its request is received. If no response is
received before the elapsed time exceeds a threshold, the
mobile device may reset the connection with the DLP server
or otherwise stop communication with the DLP server. If this
occurs, no email data may be transferred between the DLP
server and the mobile device. The failure to transfer the email
datato the mobile device may impact the mobile device user’s
ability to communicate via email in a satisfactory manner,
reducing customer satisfaction.

In some instances, the delay in responding to the mobile
device may be caused by processing constraints on the DLP
server 110. Alternatively, the amount of data processed by the
DLP server before a response can be sent to the mobile device
may also contribute to a delay in responding to the mobile
device request for email data. Some processing constraints
may be transitory. If the processing constraints are transitory,
a reattempt to receive, for example, an email from the DLP
server by the mobile device may be successful. However,
other conditions resulting in long delays in responding to the
mobile device may not be transitory. This may result in most
or every request by the mobile device to receive data from the
DLP timing out. For example, if a user’s inbox receives
several email messages without resynchronizing, the amount
of'email data waiting to be received by the mobile device may
accumulate at a server. When the mobile device eventually
requests the data, the DLP server may receive a large data set
from the server 140 in response to its request. The processing
time for the large data set may exceed the mobile device
timeout in all processing circumstances.

To prevent the mobile device from closing the connection
with the DLP server, the connection management module 275
is configured to periodically send data to the mobile device
while the data received from an email server is being pro-
cessed. For example, email data may be periodically sent to
the mobile device as described below.

In some implementations, the processing of email data
received from an email server may proceed sequentially. For
example, email data from an email server may be comprised
of a series of email messages, with each email message pro-
cessed in serial order and individually applied against DLP
policies. In these implementations, as emails are authorized
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for transmission to the mobile device, these emails may be
stored at the DLP server 110. Portions of these emails may be
periodically sent to the mobile device to maintain the connec-
tion with the mobile device. When all of the email data
received from the email server has been processed, authorized
emails may be sent at the full rate supported by the connection
between the DLP server 110 and the mobile client.

In other implementations, an email synchronization proto-
col between the DLP server 110 and the mobile device may
restrict the ability of the DLP server to send DLP authorized
emails to the mobile device until all email data from the email
server has been processed. For example, in some implemen-
tations, the synchronization protocol may be defined to
include data fields that are only known after all email data has
been fully processed. For example, some email synchroniza-
tion protocols may define that a total length field is sent by the
DLP server 110 to the mobile client before any authorized
email message data is transferred. For example, some email
synchronization protocols, such as Microsoft® Active-
Sync®, transfer data using a WBXML file format. The
WBXML file format may prevent portions of email data from
being sent to the mobile device until the length of the
WBXML file is known. Knowing the value of the length field
of'the WBXML file may require that all email server data be
processed before the email data or WBXML file may be
transmitted to the mobile device.

In some of these implementations, the mobile device’s
request to the DLP server 110 may timeout before the pro-
cessing of the email data has been completed. In these imple-
mentations, portions of a response may be sent to the mobile
device at a time interval sufficient to prevent the mobile
device from timing out before the DLP server is able to fully
process the email data it receives from an email server.

To accomplish this, the DLP server 110 may set a timer that
is less than a mobile device timeout value. The mobile device
timeout value may be set by some implementations of the
DLP server 110 based on the operating system of the mobile
device. In some implementations, the mobile device timeout
value may be, for example, more than 500 milliseconds, or
more than one (1) second, or more than five (5) seconds.
Therefore, instructions in the connection management mod-
ule 275 represent one means for setting a timer with a duration
less than a mobile device timeout value while filter processing
of an email data set is incomplete. When the timer expires,
portions of the response to the mobile device’s request may be
sent to the mobile device. Therefore, instructions in the con-
nection management module 275 represent one means for
receiving notification that a timer has expired while the filter
processing of an email data set is incomplete. The result of
this process is that the DLP server may transmit one or more
messages within a timeout window of the mobile device, but
before processing of the data set is completed.

In an embodiment, the processing of the response from the
email server 140 may still be in progress when it is time to
send a message to the mobile device. Therefore, it may not be
possible to send the full response to the mobile device. For
example, if some email messages have not yet been processed
by the DLP server 110, a total length value for the response
message may be unknown. In these implementations, only
response data that precedes the total length field in the
response may be sent before all the processing of the data has
been completed.

Portions of http headers may be sent to the mobile device
while the processing of email data from an email server is in
process. For example, an http response may include a status
line, general headers, response headers, and entity headers.
Some of these header fields may be sent to the mobile device
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before processing of all email data received from the email
server is complete. The connection management module 275
may send portions of this header data to the mobile device to
maintain the connection to the mobile device. Additionally, in
some implementations utilizing a WBXML file to transfer
data between the DLP server 110 and the mobile device, some
portions of the WBXML file may be known before all pro-
cessing of data received from the email server is complete. In
these implementations, the known portions of the WBXML
file may be sent in addition to the http header information
described above. Therefore, instructions in the data process-
ing module 250 also represent one means for sending a por-
tion of aresponse to a network request to the mobile device in
response to expiration of a timer. Additionally, instructions in
the data processing module 250 may also represent one
means for transmitting one or more portions of a response to
the mobile device before processing of a data set received by
a server is complete. The portions of the response may not
include any portion of the processed data set. For example, the
portions may only include header or control information.

Memory 230 also includes an operating system module
280. Operating system module 280 includes instructions that
configure the processor 220 to manage the overall hardware
and software resources of the DLP server 110. For example,
the operating system module 280 may include instructions for
utilizing threads of execution, setting timers, or for commu-
nicating with other components of the DLP server 110 such as
the network interface 290, a storage 210, or a working
memory 205. The data processing module 250 may, for
example, create a thread of execution by calling subroutines
in the operating system module 280. As illustrated below in
FIG. 7, this thread of execution may be used to perform filter
processing of an email data set to produce filtered email data.
Therefore, instructions in the data processing module 250 and
operating system module 280 may represent one means for
initiating filter processing of an email data set to produce a
filtered email data set.

The working memory 205 may be used by the processor
220 to store dynamic data created as the DLP server 110
operates. For example, instructions from one or more of the
modules in memory 230 may be copied from memory 230
into the working memory 205 before being executed by the
processor 220. In other embodiments, working memory 205
may be used for stack space or heap space to facilitate execu-
tion of the modules of memory 230. The storage 210 may be
used to store the results of a DLP analysis on one or more
email messages received from an email server. Storage 210
may also be used to store DLP policy information that is
applied by the DLP server 110 to determine whether an email
from an email server should be transferred to a mobile device.
The network interface 290 is used by the processor 220 to
communicate on a network, for example, network 150 illus-
trated in FIG. 1.

FIG. 3 is a flowchart illustrating one embodiment of a
method for managing sensitive information on mobile
devices. Process 300 may be performed by a DLP server
operating in an email proxy configuration, as illustrated in
FIG. 1. Process 300 may be implemented by instructions
included in the memory 230 of FIG. 2. Process 300 begins at
start block 305 and then moves to processing block 310,
where a network request for data is received from a mobile
device. In some implementations, the network request may
request that any data items not previously transmitted to the
mobile device be transmitted to the mobile device. In an
embodiment, the data items may be email messages. For
example, in some embodiments, a mail exchange protocols
may assign an identifier to each email message. In these
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implementations, the network request may include the iden-
tifier for the most recent email received by the mobile device.
In an embodiment, the identifier may be passed through the
DLP server to an email server, which may generate a list of
emails that should be sent to the device. The email server may
then send the generated list of emails to the DLP server.

Process 300 then moves to processing block 315, where a
data set is filtered to produce a filtered data set, the filtering
based, at least in part, on properties of the mobile device. For
example, the data set created by the server based on the
identifier described above may be filtered based on the loca-
tion of the mobile device, the manufacturer of the mobile
device, the model number of the mobile device, or the oper-
ating system version of the mobile device. The data may also
be filtered based on the user logged into the mobile device or
assigned to the mobile device. The data may also be filtered
based on the nature of the communications channel between
the mobile device and the DLP server. For example, if the
mobile device is communicating over an unencrypted wire-
less channel, the DLP policy applied to the transfer of data to
the mobile device may be different than if the communica-
tions channel between the mobile device and the DLP server
110 is encrypted.

In an embodiment, the data set may also be filtered based
onanalysis of the content of the data set. For example, content
of the data set may be analyzed to determine if any payment
card industry (PCI) data is included in the data set. If such data
is included, the data may be filtered to prevent transfer of the
PCI data to the mobile device. In an embodiment, the data set
may be analyzed to determine if any personally identifiable
information (PII) is included in the data set. If PII data is
included, the PII data may be blocked or filtered so as to
prevent the PII data from being transferred to the mobile
device. In an embodiment, the content of the data set may be
analyzed against a database of fingerprinted content. If a
match is found, the data set may be filtered to remove the
fingerprinted content. Alternatively, a matching fingerprint in
the data set may invoke other actions as defined by a policy.
For example, an alert may be generated, the content in the data
may be quarantined, or the fingerprinted content may be
removed from a data item included in the data set, while the
remaining content in the data item included in the data set is
transferred to the mobile device.

Process 300 then moves to block 320, where a network
message is sent to the mobile device indicating at least a
portion of the filtered data set. For example, the network
message sent to the mobile device may include at least a
portion of the filtered data set. The mobile device may then
use the filtered data set to display one or more email messages
or attachments to a user of the mobile device. Process 300
then moves to end state 325 where it terminates.

FIG. 4 illustrates an example data format of an http
response message. A data protocol between a client (such as
mobile devices 130 or 135 illustrated in FIG. 1) and a server
(such as email server 140 illustrated in FIG. 1) may utilize
http for communication between the client and server. In
some implementations, an http response message may
include one or more http header fields 455 as shown. For
example, http header fields may include an http response
status, a date/time field, content-type specifier, server-type
specifier, or a content-length. Other http response fields are
known in the art. In some implementations, one or more http
response fields may contain information regarding the move
device user. For example, http response fields may indicate a
username or domain of the user of the mobile device.

An http response may also include a data portion 460. For
example, in some implementations the data portion 460 ofthe
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http response may be formatted as a WBXML file. A
WBXML file may include data fields 460 as shown in FIG. 4.
For example, a WBXML file may include a version number,
public ID, charset specifier, length, and body fields. As
described above, some implementations may send one or
more portions of a response to a mobile device. These por-
tions may be sent periodically or at time intervals less than a
mobile device timeout value. By sending portions of a
response, the mobile device may be prevented from timing
out and resetting a connection between the mobile device and,
for example, a DLP server 110 or email server 140. The
portions of the response may include one or more of the fields
described above. For example, because the http or https
header fields described above and in FIG. 4 may be known
before response data from a server has been completely pro-
cessed by a DLP server, these http or https header fields or
portions of these http or https header fields may be periodi-
cally sent to the mobile device to maintain the connection
between the mobile device and the DLP server 110. For
example, portions of one, two, three, four, five, six, seven,
eight, or more bytes may be sent to the mobile device.

FIG. 5 illustrates an example data format for a portion of
response data in an response message sent from a server to a
DLP server or a client. The portion of the response data
illustrated is comprised of a series of message IDs and corre-
sponding data. For example, message ID 560a may identity
the email message defined by message headers 565a, mes-
sage body 570a, and any message attachments 5754. Simi-
larly, message ID 5605 may identify the email message
defined by message headers 5655, message body 57056, and
any message attachments 5755. Termination ID 560¢ may be
set to a predetermined value indicating that no further email
messages are contained in the portion of response data 555.

A DLP server may selectively replace or remove individual
emails from email data received from an email server before
sending the email data to a mobile client. For example, if DLP
policies indicate a particular email is not authorized to be sent
to the mobile device, the DLP server 110 may remove or
replace the email from the email data. In some implementa-
tions, the DLP server may remove the message id, message
header, message body, and message attachment data from the
email response data. In other implementations, the DLP
server may maintain the same message ID in the email
response data, but may substitute different message headers,
message body, and message attachments for an email that is
not authorized for transmission to the mobile device by DLP
policies. For example, the DLP server 110 may substitute an
email block message body for a message body not authorized
by the DLP policies.

Later, if the DLP server 110 is notified that the original
email message is authorized for transmission to the mobile
device, the DLP server 110 may perform a series of actions
that allow the DLP server to substitute the block message
(with a particular identifier) with the original email message.
For example, in some implementations, the DLP server may
move the block email message to a different folder, and then
move it back to an inbox folder. This operation may cause the
email server to generate a new identifier for the message. Inan
embodiment, this new identifier may allow the DLP server to
substitute the block email message with the original email
message. Because a new identifier now exists, the mobile
device may resyncronize to obtain the new message identifier.

FIG. 5 illustrates one possible data format for a portion of
the response data in an email response message sent from an
email server to an email client. The email client may include
a DLP server 110, for example, a DLP server operating in a
reverse proxy configuration. Other implementations may uti-
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lize the Microsoft® ActiveSync® protocol. The format of the
Microsoft® ActiveSync® protocol is known in the art. Alter-
natively, some implementations may utilize the IMAP proto-
col to transfer email between an email server and an email
client. The format of the IMAP protocol is also known in the
art.

FIG. 6 is a flowchart illustrating an embodiment of a
method for managing the transfer of sensitive data to a mobile
device. Process 600 may be implemented by instructions
included in the modules stored in memory 230, illustrated in
FIG. 2. Process 600 may also be implemented as part of
processing block 315, illustrated in FIG. 3. Process 600
begins at start state 605 and then moves to processing block
610 where a data request from a mobile device is received.

The mobile device has a mobile device timeout value. This
timeout value may vary based on the mobile device. For
example, different mobile device operating systems may use
different timeout values. Alternatively, some mobile device
email applications may use different mobile device timeout
values. For example, a Microsoft Exchange® client imple-
mented on an Apple® iPhone® may use a different mobile
device timeout value than a Microsoft Exchange® client
implemented on a mobile phone running the Android® oper-
ating system or a mobile phone running the Windows
Mobile® operating system.

The mobile device may in some implementations open a
TCP connection to the DLP server 110. The mobile device
may then send in some other implementations an http or https
request message to the DLP server. The http or https request
message may include one or more commands, for example, a
command to synchronize one or more folders of the email
system present on the mobile device. When the mobile device
sends the http request, it may also set a timer to track the
amount of time elapsed between when the http(s) request is
sent to the DLP server and when a response is received. This
timer may expire after a predetermined amount of time
elapses from when the timer is set.

The predetermined amount of time may be a mobile device
timeout value. Mobile device timeout values may vary by the
implementation of the mobile device. For example, a mobile
device timeout value could be between one (1) second and
sixty (60) seconds or longer. Some implementations of
mobile devices may implement at least two timer values. One
timer value may be used to track a first response from a server
in communication with the mobile device. A second time
value may be used to track subsequent responses from the
server in communication with the mobile device.

The timer may facilitate the mobile device’s management
of open network connections. For example, if a response is
received from the DLP server 110 before the timer elapses,
the mobile device may cancel the timer. If no response is
received from the DLP server before the timer elapses, the
mobile device may determine that the DLP server 110 has
become unresponsive. The mobile device may then reset the
TCP connection between the mobile device and the DLP
server 110. As a result, the mobile device’s email application
may also transition to an “offline” operating mode, and retry
connecting to the DLP server 110 at a later time. The mobile
device timeout value referenced in processing block 610 may
be the amount of elapsed time between the mobile device’s
sending of a request to the DLP server 110 to retrieve email
data, and the time the mobile device “gives up” on receiving
a reply from the DLP server 110, and closes the connection
between the DLP server and the mobile device.

Process 600 then moves to processing block 615, where
processing of response data is initiated. In some implemen-
tations, the response data may be data received in a response
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from an email server, such as email server 140 illustrated in
FIG. 1. To obtain the response data from the email server 140,
some implementations may first send a request for data to the
email server 140. For example, in some implementations,
after a DLP server 110 performing process 600 receives a
request from a mobile device as described in processing block
610 above, the DLP server may initiate a request for email
data to an email server, such as email server 140 illustrated in
FIG. 1. This request for email data may include email account
information for the user of the mobile device sending the data
request in processing block 610. In response, the email server
may send email server response data to the DLP server 110.
The email server response data may include data correspond-
ing to one or more email messages or one or more email
attachments. For example, the response data may include
portions of response data as illustrated in FIG. 5. The
response data may also include other information, such as
header or control information.

Processing block 615 initiates processing of response data
received from an email server. One implementation of pro-
cessing of response data is described in FIG. 8 below. This
processing of the response data by the DLP server running
process 900 may require more than a negligible amount of
processing time. For example, processing of the response data
may require more than five milliseconds in some implemen-
tations.

In some implementations, processing of the response data
is performed on a separate thread of execution from process
600. This is illustrated further below in FIG. 7. For example,
processing block 615 may include the creation of or alloca-
tion of a thread of execution to perform the processing of
response data. This thread of execution may be an indepen-
dent process with its own address space and I/O channels, or
it may be a lighter weight thread that shares an address space
and I/O channels with other threads.

Process 600 then moves to block 620, where a timer is set
with a duration less than the mobile device timeout value.
This timer is used in some implementations to ensure that data
is sent over the connection to the mobile device before the
mobile device resets the connection due to a lack of any
response data being received. The timer set by the DLP server
110 may be configured to be less than the mobile device
timeout value. For example, if the mobile device timeout
value is 60 seconds, the timer set by the DLP server may be set
to be 50 seconds, to ensure the DLP server is able to send a
portion of a response to the mobile device before the mobile
device timer expires. In some implementations, the timer set
by the DLP server may be set to any value between 0.1
seconds (100 milliseconds) and 300 seconds. For example,
timer values of 1, 5, 10, 15, or 20 seconds may be used.

Process 600 then moves to block 625, where process 600
waits for the timer to expire. After the timer expires, process
600 moves to block 630, where a portion of a DLP server
response is sent or transmitted to the mobile device. In some
implementations, the portion of a DLP server response may
comprise at least a portion of http(s) response headers 355 as
described above with reference to FIG. 4. For example, por-
tions of an http status, an http response general header, such as
the date or time, or a portion of response headers, including
portions of a content-type tag, server tag, accept-ranges tag,
or a last-modified tag may be sent by the DLP server 110 in
processing block 630. Portions or all of one or more of the http
header fields illustrated in FIG. 4 may also be sent in block
630. Portions or all of one or more of the other http header
fields known in the art may also be sent in block 630 In an
embodiment, at least a portion of one or more http X-headers
may be sent in block 630.
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Additionally, the portion of the response sent in processing
block 630 may also include non-http(s) response header
fields. For example, in implementations that include a data
format as illustrated in FIG. 4, one or more portions of the
version # field, public id field, charset field, or length field
may be sent in block 630. In implementations that utilize
other data formats, portions of response data may be sent in
block 630.

Process 600 then moves to decision block 635, which
determines whether the processing of the response data is
completed. For example, the separate thread of execution
discussed above may record its completion status in a variable
stored in a memory. Decision block 635 may read the data
from the variable to determine if the thread has completed
processing. If the processing of the response data is not com-
plete, process 600 moves to processing block 620 where a
timer is set with a duration less than the mobile device timeout
value, and the process 600 repeats.

If the processing of response data is complete at decision
block 635, then process 600 moves to block 640, where the
DLP server response to the mobile device is completed by
sending a remaining portion of the DLP server response to the
mobile device based on the processed email server response
data. The remaining portion of the DLP server response may
be a complete DLP server response minus any portions of the
DLP server response sent in block 630. After the DLP server
response has been sent to the mobile device, process 600
moves to an end state 650.

FIG. 7 is a sequence diagram illustrating one embodiment
of'the timing of messages sent between a mobile device 130,
a DLP server 110 that includes multiple threads of execution,
and an email server 140. The sequence diagram begins with
the mobile device 130 sending a request 760 to its configured
server for email, email server 140. In the illustrated example,
the DLP server 110 is configured as the mobile device’s email
server, so the request 760 is sent to the DLP server 110. In
some implementations, the request may be an http(s) get
request. The email request 760 is received by the DLP server
110. After receiving the request, in the illustrated implemen-
tation, the DLP server 110 then creates a keep alive thread
775. The keep alive thread is responsible for maintaining the
connection with the mobile device 130 while the analysis
necessary to respond to request 760 is performed.

Note that in the illustrated implementation, the keep alive
thread 775 is launched before the reply from the email server
140 has been received by the DLP server 110. Other imple-
mentations may launch the keep alive thread 775 after the
email server 140 has responded to the email request 765.

At some point later in time, the email server 140 responds
to the email request 765 with response 770. Response 770
contains an email data set. During the time period 790, the
DLP server 110 processes the email data set provided by
email server 140. For example, the DLP server 110 may
evaluate each email message included in the email data set
against one or more DLP policies. This evaluation may be
performed by instructions in the data processing module 250
and/or policy module 260 of FIG. 2.

Ifthe one or more policies indicates an individual email or
its attachments can be transferred to the mobile device 130,
then the DLP server 110 may include that email message in a
filtered data set that will be provided to the mobile device 130.
If the DLP policies indicate an email message or its attach-
ments should not be transferred to the mobile device, then the
DLP server 110 may not include that email in the filtered data
set. The described processing will occur during time 790. In
some implementations, time 790 exceeds a timeout value
used by the mobile device 130 to control its connection to
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DLP server 110, for example, a mobile device timeout value.
Iftime 790 exceeds the mobile device’s timeout value, and no
response is received, mobile device 130 may disconnect or
otherwise reset the connection with the DLP server 110,
preventing the synchronization of email between the mobile
device and the DLP server. To prevent this condition from
occurring, keep alive thread 775 periodically sends a partial
response to the mobile device 130 during time 790. These
partial responses are shown in FIG. 7 as partial responses
780a-e.

Upon receiving these partial responses, mobile device 130
may restart a timer that determines whether the mobile device
should close its connection with the DLP server 110 or oth-
erwise “‘give up” on receiving a response to its email request
760. Therefore, these partial responses may enable the email
request 760 to remain uncompleted for longer than it would if
no responses were received until the DLP server 110 com-
pleted its data analysis 795. After the data analysis thread
completes, a remaining portion of the response to request 760
is sent to the mobile device 130, completing the email request
760 for email data with the DLP server 110.

Note that although FIG. 7 illustrates use of a keep alive
thread 775 to generate partial response messages 780a-e, this
is just an example implementation. Other implementations
may not use threads as illustrated in FIG. 7, if at all. For
example, one other implementation may utilize event driven
signals to provide the partial response functions illustrated in
FIG. 7.

FIG. 8 is a flowchart illustrating an embodiment of a pro-
cess for processing email response data. Process 800 begins at
start block 805 and then moves to processing block 810 where
an email data set is received. To perform its data loss protec-
tion (DLP) function, a DLP server may process response data
from an email server to determine which portions of the
response data are authorized for transmission to the mobile
device sending the data request in processing block 810.
Process 800 then moves to decision block 815, where it is
determined whether there are more emails to analyze in the
email data set. For example, a DLP server 110 implementing
process 800 may parse the response data to identify one or
more email messages in the response data. If there are no
emails to analyze, process 800 moves to end block 820, where
process 800 terminates. If there are more emails to analyze,
process 800 moves to processing block 825, where the next
email is retrieved from the email data set. Process 800 then
moves to processing block 830, where attributes of the email
are identified. For example, a DLP server performing process
800 may identify attributes such as the sender of the email,
any keywords found in the email or the attachments to the
email, the distribution list of the email, whether any attach-
ments of the email are marked as sensitive or confidential or
protected with a digital rights management process.

Process 800 then moves to processing block 835, where the
DLP server may then identify a DLP policy to apply to the
email. The DLP policy may be identified based on one of the
attributes identified in processing block 830. Process 800 then
moves to decision block 840, where it is determined based on
the attributes whether the DLP policy identified in block 835
authorizes the email message to be transferred to a mobile
device. In decision block 840, the sensitivity of the email
message and any of its attachments may be evaluated based
on the DLP policy to determine whether the email is autho-
rized for transmission to the mobile device. If the DLP policy
does not authorize the email to be transferred to the mobile
device, the process 800 returns to decision block 815. In some
embodiments, the fact that an email was not authorized for
transfer to the device may be logged. In an embodiment, an
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incident or ticket may be automatically created in an issue
tracking system. In another embodiment, a record of the
email not being authorized may be stored in a database. A
management user interface may provide access to the data-
base, allowing an administrator to manage unauthorized
emails. For example, the user interface may enable the admin-
istrator to release the unauthorized email to the mobile
device.

If the email is authorized for transfer to the mobile device
by the DLP policy, process 800 moves from decision block
840 to processing block 845, where the email is included in a
filtered email data set. Process 800 then returns to decision
block 815 and proceeds as described above.

FIG. 9 is a flowchart illustrating an embodiment of a pro-
cess for managing the transfer of sensitive data to a mobile
device 130. Process 900 may be implemented by instructions
included in memory 230 of FIG. 2. Process 900 may be
performed as part of the processing of response data initiated
in processing block 615, illustrated in FIG. 6. Process 900
begins at start block 903 and then moves to processing block
905, where a determination is made that a received email
message should be blocked. In some implementations, a
blocked email is not transferred to a mobile device 130.
Process 900 then moves to processing block 910, where an
email data set is filtered so as to block the email message. In
some implementations, a block notification email message
may be substituted in the email data for the original blocked
email. The block notification message may indicate to a
reader that the block notification email is a substitute for the
original received email, which DLP policies indicated should
be blocked, or not sent to the mobile device 130. In some
implementations, the block notification email message may
also include an override URL that facilitates access by the
reader to a DLP configuration interface.

The configuration interface may allow the user or reader of
the block email to “self-release” or override DLP policies that
caused the received email to be blocked, and instead indicate
that the received email is authorized to be transferred to the
mobile device 130. Whether the block email message
includes an override URL may be based on the categorization
of'the email or an attachment to the email. For example, if the
email or attachment sensitivity is categorized by the DLP
server at a level below a first threshold, the override URL may
be included in the block notification message. In some imple-
mentations, if the email or attachment sensitivity is catego-
rized by the DLP server at a level above the first or a second
threshold, the override URL may not be included in the block
notification email message.

In another embodiment, a blocked email is removed from
the email data set. In some embodiments, no email replaces or
substitutes for the blocked email in the email data set. In some
other embodiments, a separate notification email may be sent
to a user of the email data set, indicating that a blocked email
was removed from the email data set.

In some implementations, the block notification email may
include an administrative URL. The administrative URL may
identify a web page maintained by the DLP server that pro-
vides for administrative functions. By accessing the admin-
istrative URL, an administrator may allow the blocked email
reader to request that an administrator unblock or authorize
the original received email message to be transferred to the
mobile device. Whether this URL is present in the block
notification email message may be based on whether the
sensitivity of the original email message is categorized above
afirst or second threshold. For example, in an embodiment, if
the sensitivity of the original email message is below a thresh-
old, an administrative URL may be included in the block
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notification email message. In an embodiment, if the sensi-
tivity of the original email message is above a threshold, an
administrative URL may not be included in the block notifi-
cation email message.

After all of the email data in the email data set received
from the email server has been analyzed, a filtered email data
set is provided. The filtered email data set includes emails
authorized for transfer to the mobile device. In an embodi-
ment, the filtered email data set may also include one or more
block email messages. These block email messages may have
been substituted for received email messages that are not
authorized to be transferred to the mobile device. Alterna-
tively, the block emails may be sent independently to the
user’s inbox, and the blocked emails are removed from the
email data set. After processing is complete and the filtered
email data set has been created, the process 900 moves to
processing block 915, where the filtered email data set is sent
to the mobile device.

In processing block 920, a notification is received that the
received email message should be unblocked. Recall that the
received email message was originally determined to be
blocked in processing block 905. This notification may be
generated by many entities. For example, a user of a mobile
device may click on an override URL included in a block
email message to generate the notification. Alternatively, an
administrator may utilize an administrative interface pro-
vided by the DLP server to generate the notification.

This notification may be the result of the user clicking on
the override URL as discussed above. Alternatively, an
administrator may have used an administrative interface pro-
vided by the DLP server 110 to indicate that the received
email should be unblocked, and authorization to transfer the
received email to the mobile device is granted. After the
indication is received, process 900 moves to block 925, where
a sequence is initiated that allows the blocked message to be
resynchronized with the mobile device. In the illustrated
embodiment, a first network message is sent to a data server.
The first network message indicates that a property of an
email message had changed from a first value to a second
value. In an embodiment, the data server may be an email
server, such as a Microsoft Exchange Server or IMAP server.
In block 930, a second network message is sent to the data
server, indicating the property of the email message has
changed from the second value to the first value. In an
embodiment, the property may be a folder location of the
received email message. For example, in an embodiment
communicating with a data server that is a Microsoft
Exchange data server, changing the folder location of an
email message from one folder to another folder may cause
the Exchange server to generate a new identifier for the email
message. When the mobile device resynchronizes, this new
identifier may be part of the resynchronization, enabling the
mobile device to receive the previously blocked email.

In another embodiment, block 930 may not be performed.
For example, a single message may be sent that indicates a
change in a property of a message. In this embodiment, the
single message may cause the Exchange server to generate a
new identifier for the email message. As above, when the
mobile device resynchronizes, the new identifier may be part
of the resynchronization, enabling the mobile device to
receive a previously blocked email.

The process 900 then moves to processing block 935,
where a second network request is received from the mobile
device. The second network request may request an email
data set that includes an identifier of the email message of
blocks 925 and 930. For example, upon notification of a new
message identifier for the unblocked message, the mobile
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device may perform a resynchronization to retrieve the mes-
sage corresponding to the new identifier. The resynchroniza-
tion may be initiated via the second network request of pro-
cessing block 935 in some implementations. After receiving
the second network request from the mobile device, process
900 moves to processing block 945, where a network
response is sent to the mobile device. The network response is
based, at least in part, on aa filtered data set including the
received email message. For example, the response may
include a filtered data set that includes the original email
message and may not include the block notification email
message. After the response has been sent, process 900 moves
to end block 947.

FIG. 10 is a sequence diagram of messages sent between a
mobile client 130, a DLP server 110, a mail server 140, and an
administrative console 1055. The sequence diagram begins
with the mobile device 130 sending an email data request 560
to the DLP server 110. In response, the DLP server 110 sends
an email request 1065 to the email server 140. The DLP
server’s request to the email server 140 may include account
information for the user of mobile device 130. This may allow
the DLP server 110 to retrieve the user’s email data from
email server 140. The email server 140 responds to the email
request 1065 with response data 1070. Response data 1070
may be of the format described with reference to FIG. 4 in
some implementations. After the DLP server 110 processes
the response data, it sends a response 1075 including a filtered
email data set to the mobile device 130. The filtered data set
included in the response 1075 may include one or more
emails that were blocked by policies applied by the DLP
server 110. For example, the filtered data set may include a
first block notification message that replaced a first original
email message, that was included in the response data 1070
received from the email server 140. In another embodiment,
blocked messages may be removed from the filtered data set.
In this embodiment, the DLP server may send a separate
email to the user indicating that a message was blocked and/or
removed from the email data set.

After the response 1075 is sent to the mobile device 130,
the DLP server receives a notification 1080 from the admin
console 1055 that an email message included in the filtered
data set should be unblocked. In the illustrated implementa-
tion, the DLP server 110 provides an administrative console
1055 that allows network administrators to override DLP
policies for specific email messages. When the administrator
overrides the application of a DLP policy for a specific email,
such as the first original email message discussed in this
example, the DLP server 110 may receive a notification of the
override in some implementations, such as notification 1080.
Note that in some implementations, the administrative inter-
face may be a web based interface hosted by the DLP server
110 itself. In this case, the notification message 1080 may be
sent between one component of the DLP server 110 to another
component of the DLP server 110. In other implementations,
the administrative console 555 may be a thick client applica-
tion, that communicates with the DLP sever 110 via a network
protocol.

Upon receiving the notification 1080, the DLP server 110
may determine whether a user is currently accessing the email
“inbox” for the message receiving the indication. If no user is
currently accessing the email inbox, the DLP server 110 may
record an indication that the received email message has been
unblocked. In some implementations, when a mobile user
connects to the email server and accesses the email “inbox,”
the mobile device user may not receive any notification that
the status of the received email has changed. When the mobile
user connects and logs in to the email server, the DLP server
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may obtain user/device credentials that are used to update the
user’s inbox to reflect that the message has been unblocked.
In some embodiments, the DLP server 110 may also initiate a
sequence that will facilitate resynchronization between the
mobile device 130 and the DLP server 110 so as to provide the
unblocked email message to the mobile device 130.

In the illustrated embodiment, the DLP server 110 sends a
property update message 1080q to the email server 140. In an
embodiment, the property update message 1080a may update
a property of the email message that was unblocked by mes-
sage 1080. In an embodiment, property update message
1080a may update a property of the email unblocked by
message 1080a from a first value to a second value. DLP
Server 110 may then send another property update message
10805 to the email server 140. In an embodiment, message
10805 updates a property of the email message from a second
value to a first value. In an embodiment, property update
message 1080a-b may cause the email server 140 to generate
anew identifier for the email message unblocked by message
1080.

Later, the mobile device may attempt to resynchronize its
email using message 1085. Message 1085 may be based, at
least in part, on at least the new identifier assigned to the
unblocked email message. In response the DLP server may
generate an email data request to the email server 140 via
message 1086. A response 1091 may be received by the DLP
server from the email server 140. Because the DLP server has
recorded an indication that the message identified by notifi-
cation message 1080 is now unblocked, the DLP server
passes the message to the mobile device in message 1090.

The technology is operational with numerous other general
purpose or special purpose computing system environments
or configurations. Examples of well-known computing sys-
tems, environments, and/or configurations that may be suit-
able for use with the invention include, but are not limited to,
personal computers, server computers, hand-held or laptop
devices, multiprocessor systems, processor-based systems,
programmable consumer electronics, network PCs, mini-
computers, mainframe computers, distributed computing
environments that include any of the above systems or
devices, and the like.

As used herein, instructions refer to computer-imple-
mented steps for processing information in the system.
Instructions can be implemented in software, firmware or
hardware and include any type of programmed step under-
taken by components of the system.

A processor may be any conventional general purpose
single- or multi-chip processor such as a Pentium® processor,
a Pentium® Pro processor, a 8051 processor, a MIPS® pro-
cessor, a Power PC® processor, or an Alpha® processor. In
addition, the processor may be any conventional special pur-
pose processor such as a digital signal processor or a graphics
processor. The processor typically has conventional address
lines, conventional data lines, and one or more conventional
control lines.

The system is comprised of various modules as discussed
in detail. As can be appreciated by one of ordinary skill in the
art, each of the modules comprises various subroutines, pro-
cedures, definitional statements and macros. Each of the
modules are typically separately compiled and linked into a
single executable program. Therefore, the description of each
of the modules is used for convenience to describe the func-
tionality of the preferred system. Thus, the processes that are
undergone by each of the modules may be arbitrarily redis-
tributed to one of the other modules, combined together in a
single module, or made available in, for example, a shareable
dynamic link library.
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The system may be used in connection with various oper-
ating systems such as Linux®, UNIX® or Microsoft Win-
dows®.

The system may be written in any conventional program-
ming language such as C, C++, BASIC, Pascal, or Java, and
ran under a conventional operating system. C, C++, BASIC,
Pascal, Java, and FORTRAN are industry standard program-
ming languages for which many commercial compilers can
be used to create executable code. The system may also be
written using interpreted languages such as Perl, Python or
Ruby.

Those of skill will further appreciate that the various illus-
trative logical blocks, modules, circuits, and algorithm steps
described in connection with the embodiments disclosed
herein may be implemented as electronic hardware, computer
software, or combinations of both. To clearly illustrate this
interchangeability of hardware and software, various illustra-
tive components, blocks, modules, circuits, and steps have
been described above generally in terms of their functionality.
Whether such functionality is implemented as hardware or
software depends upon the particular application and design
constraints imposed on the overall system. Skilled artisans
may implement the described functionality in varying ways
for each particular application, but such implementation deci-
sions should not be interpreted as causing a departure from
the scope of the present disclosure.

The various illustrative logical blocks, modules, and cir-
cuits described in connection with the embodiments dis-
closed herein may be implemented or performed with a gen-
eral purpose processor, a digital signal processor (DSP), an
application specific integrated circuit (ASIC), a field pro-
grammable gate array (FPGA) or other programmable logic
device, discrete gate or transistor logic, discrete hardware
components, or any combination thereof designed to perform
the functions described herein. A general purpose processor
may be a microprocessor, but in the alternative, the processor
may be any conventional processor, controller, microcontrol-
ler, or state machine. A processor may also be implemented as
a combination of computing devices, e.g., a combination of a
DSP and a microprocessor, a plurality of microprocessors,
one or more microprocessors in conjunction with a DSP core,
or any other such configuration.

In one or more example embodiments, the functions and
methods described may be implemented in hardware, soft-
ware, or firmware executed on a processor, or any combina-
tion thereof. If implemented in software, the functions may be
stored on or transmitted over as one or more instructions or
code on a computer-readable medium. Computer-readable
media include both computer storage media and communi-
cation media including any medium that facilitates transfer of
a computer program from one place to another. A storage
medium may be any available media that can be accessed by
a computer. By way of example, and not limitation, such
computer-readable media can comprise RAM, ROM,
EEPROM, CD-ROM or other optical disk storage, magnetic
disk storage or other magnetic storage devices, or any other
medium that can be used to carry or store desired program
code in the form of instructions or data structures and that can
be accessed by a computer. Also, any connection is properly
termed a computer-readable medium. For example, if the
software is transmitted from a website, server, or other remote
source using a coaxial cable, fiber optic cable, twisted pair,
digital subscriber line (DSL), or wireless technologies such as
infrared, radio, and microwave, then the coaxial cable, fiber
optic cable, twisted pair, DSL, or wireless technologies such
as infrared, radio, and microwave are included in the defini-
tion of medium. Disk and disc, as used herein, includes com-
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pact disc (CD), laser disc, optical disc, digital versatile disc
(DVD), floppy disk and Blu-ray disc where disks usually
reproduce data magnetically, while discs reproduce data opti-
cally with lasers. Combinations of the above should also be
included within the scope of computer-readable media.

The foregoing description details certain embodiments of
the systems, devices, and methods disclosed herein. It will be
appreciated, however, that no matter how detailed the fore-
going appears in text, the systems, devices, and methods can
be practiced in many ways. As is also stated above, it should
be noted that the use of particular terminology when describ-
ing certain features or aspects of the invention should not be
taken to imply that the terminology is being re-defined herein
to be restricted to including any specific characteristics of the
features or aspects of the technology with which that termi-
nology is associated.

It will be appreciated by those skilled in the art that various
modifications and changes may be made without departing
from the scope of the described technology. Such modifica-
tions and changes are intended to fall within the scope of the
embodiments. It will also be appreciated by those of skill in
the art that parts included in one embodiment are interchange-
able with other embodiments; one or more parts from a
depicted embodiment can be included with other depicted
embodiments in any combination. For example, any of the
various components described herein and/or depicted in the
Figures may be combined, interchanged or excluded from
other embodiments.

With respect to the use of substantially any plural and/or
singular terms herein, those having skill in the art can trans-
late from the plural to the singular and/or from the singular to
the plural as is appropriate to the context and/or application.
The various singular/plural permutations may be expressly
set forth herein for sake of clarity.

It will be understood by those within the art that, in general,
terms used herein are generally intended as “open” terms
(e.g., theterm “including” should be interpreted as “including
but not limited to,” the term “having” should be interpreted as
“having at least,” the term “includes” should be interpreted as
“includes but is not limited to,” etc.). It will be further under-
stood by those within the art that if a specific number of an
introduced claim recitation is intended, such an intent will be
explicitly recited in the claim, and in the absence of such
recitation no such intent is present. For example, as an aid to
understanding, the following appended claims may contain
usage of the introductory phrases “at least one” and “one or
more” to introduce claim recitations. However, the use of
such phrases should not be construed to imply that the intro-
duction of a claim recitation by the indefinite articles “a” or
“an” limits any particular claim containing such introduced
claim recitation to embodiments containing only one such
recitation, even when the same claim includes the introduc-
tory phrases “one or more” or “at least one” and indefinite
articles such as “a” or “an” (e.g., “a” and/or “an” should
typically be interpreted to mean “at least one” or “one or
more”); the same holds true for the use of definite articles
used to introduce claim recitations. In addition, even if a
specific number of an introduced claim recitation is explicitly
recited, those skilled in the art will recognize that such reci-
tation should typically be interpreted to mean at least the
recited number (e.g., the bare recitation of “two recitations,”
without other modifiers, typically means at least two recita-
tions, or two or more recitations). Furthermore, in those
instances where a convention analogous to “at least one of A,
B, and C, etc.” is used, in general such a construction is
intended in the sense one having skill in the art would under-
stand the convention (e.g., “a system having at least one of A,
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B, and C” would include but not be limited to systems that
have A alone, B alone, C alone, A and B together, A and C
together, B and C together, and/or A, B, and C together, etc.).
In those instances where a convention analogous to “at least
one of A, B, or C, etc.” is used, in general such a construction
is intended in the sense one having skill in the art would
understand the convention (e.g., “a system having at least one
of'A, B, or C” would include but not be limited to systems that
have A alone, B alone, C alone, A and B together, A and C
together, B and C together, and/or A, B, and C together, etc.).
It will be further understood by those within the art that
virtually any disjunctive word and/or phrase presenting two
or more alternative terms, whether in the description, claims,
or drawings, should be understood to contemplate the possi-
bilities of including one of the terms, either of the terms, or
both terms. For example, the phrase “A or B” will be under-
stood to include the possibilities of “A” or “B” or “A and B.”

While various aspects and embodiments have been dis-
closed herein, other aspects and embodiments will be appar-
ent to those skilled in the art. The various aspects and embodi-
ments disclosed herein are for purposes of illustration and are
not intended to be limiting.

We claim:

1. A method of preventing the loss of sensitive data, com-
prising:

receiving a request via a network from a mobile device for

email data;

filtering an email data set to produce a filtered email data

set, the filtering based, at least in part, on properties of
the mobile device; and

sending a response to the mobile device via the network,

the response based, at least in part, on the filtered email
data set;

determining that a received email message is not autho-

rized to be transferred to the mobile device;

sending a block notification message in response to the

determining to the mobile device;

receiving an indication that the received email message is

authorized to be transferred to the mobile device after
sending the response to the mobile device;

in response to the indication, sending a first network mes-

sage to the mobile device, the first message indicating a
property of the block notification message has changed
from a first value to a second value;

receiving a second request from the mobile device for an

email data set after sending the first network message;
and

inresponse to the second request, sending a response to the

mobile device including the received email message
instead of the block notification message.

2. The method of claim 1, wherein the properties of the
mobile device include at least one of the mobile device model
number, mobile device EUN, or mobile device operating
system.

3. The method of claim 1, wherein the properties of the
mobile device include whether the mobile device is commu-
nicating over a secure channel.

4. The method of claim 1, wherein filtering the data set
comprises:

initiating filter processing of the data set to produce the

filtered data; and

sending a plurality of portions of the response to the net-

work request to the mobile device in separate network
messages, at an interval that is less than a mobile device
timeout value and greater than a timer value, while the
filter processing of the data set is in progress.
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5. The method of claim 4, wherein the mobile device tim-
eout value is based on the operating system of the mobile
device.

6. The method of claim 4, further comprising:

limiting each of the plurality of portions to include four or

less bytes of data; and

generating each of the plurality of portions to not include

data derived from the data set.

7. The method of claim 4, wherein the timer value is greater
than 500 milliseconds.

8. The method of claim 1, wherein filtering the data set
comprises

initiating filter processing of the data set to produce the

filtered data set; and

while the filter processing of the data set is incomplete:

setting a timer with a duration less than a mobile device
timeout value,

receiving notification that the timer has expired, and

sending a portion of the response to the mobile device in
response to expiration of the timer, wherein sending
the response comprises completing transmission of
the response in response to the completion of filter
processing of the data set.

9. The method of claim 8, wherein a portion of the response
comprises at least a portion of a http header.

10. The method of claim 8, wherein a portion of the
response comprises a portion of a WBXML file.

11. The method of claim 8, further comprising:

sending a server request for the data set to a server in

response to receiving the request from the mobile
device; and

receiving the data set from the server in response to the

server request.

12. The method of claim 1, further comprising indicating
the received email message is quarantined when sending the
response to the mobile device.

13. The method of claim 8, wherein the receiving notifica-
tion, sending of a portion, and setting of a timer are iteratively
performed until filter processing of the data set is complete.

14. The method of claim 13, wherein the portions do not
include email message data or attachments from the data set.

15. The method of claim 1, wherein the request is an http or
https request and the response comprises an http or https
response.

16. The method of claim 1, wherein the request for data
requests one or more of contact data, task data, calendar data,
or notes data.

17. The method of claim 1, further comprising in response
to the indication, sending a second network message to the
mobile device, the second message indicating a property of
the block notification message has changed from the second
value to the first value.

18. The method of claims 1, wherein the first message
indicates that the block email message folder location has
changed from a first name to a second name.

19. An apparatus for preventing the loss of sensitive data on
a mobile device, comprising:

a processor; and

a memory operatively coupled to the processor, the

memory storing instructions that configure the proces-

sor to perform a method of:

receiving a request for data from the mobile device, and

filtering an email data set to produce a filtered email data
set, the filtering based, at least in part, on properties of
the mobile device,

sending a response to the mobile device based, at least in
part, on the filtered email data set,
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determining that a received email message is not autho-
rized to be transferred to the mobile device,

sending a block notification message in response to the
determining to the mobile device,

receiving an indication that the received email message
is authorized to be transferred to the mobile device
after sending the response to the mobile device;

in response to the indication, sending a first network
message to the mobile device, the first message indi-
cating a property of the block notification message
has changed from a first value to a second value,

receiving a second request from the mobile device for an
email data set after sending the first network message,
and

in response to the second request, sending a response to
the mobile device including the received email mes-
sage instead of the block notification message.

20. The apparatus of claim 19, wherein the method further
comprises initiating filter processing of the data set to pro-
duce the filtered data set,

sending one or more portions of the response to the mobile

device at time intervals less than a mobile device timeout
value while the filter processing of the data set is incom-
plete, wherein the plurality of portions do not include
data derived from the data set, and

sending a remaining portion of the response to the mobile

device in response to the completion of filter processing
of the data set.

21. An apparatus for preventing the loss of sensitive data on
a mobile device, comprising:

means for receiving a request for email data from the

mobile device;

means for filtering an email data set to produce a filtered

email data set, the filtering based, at least in part, on
properties of the mobile device;

means for sending a response to the mobile device based, at

least in part, on the filtered email data set;

means for determining that a received email message is not

authorized to be transferred to the mobile device;
means for sending a block notification message in response
to the determining to the mobile device;
means for receiving an indication that the received email
message is authorized to be transferred to the mobile
device after sending the response to the mobile device;

means for in response to the indication, sending a first
network message to the mobile device, the first message
indicating a property of the block notification message
has changed from a first value to a second value;

means for receiving a second request from the mobile
device for an email data set after sending the first net-
work message; and

means for in response to the second request, sending a

response to the mobile device including the received
email message instead of the block notification message.

22. The apparatus of claim 21, wherein the means for
filtering of the data set comprises:

means for initiating filter processing of the data set to

produce the filtered data set; and

means for sending a plurality of portions of the response to

the network request to the mobile device in separate
network messages, at an interval that is less than a
mobile device timeout value while the filter processing
of the data set is in progress, wherein the plurality of
portions do not include data derived from the data set.

23. A non-transitory computer readable medium, storing
instructions that when executed by a processor perform a
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method of preventing the loss of sensitive data on a mobile receiving a second request from the mobile device for an
device, the method comprising: email data set after sending the first network message;
receiving a request for email data from the mobile device; and

inresponse to the second request, sending a response to the
mobile device including the received email message
instead of the block notification message.
24. The computer readable medium of claim 23, wherein
filtering of the data set comprises

filtering an email data set to produce a filtered email data
set, the filtering based, at least in part, on properties of 3
the mobile device;

completing a response to the mobile device based, at least

in part, on the filtered email data set; initiating filter processing of the data set to produce the
determining that a received email message is not autho- filtered data set;
rized to be transferred to the mobile device; sending a plurality of portions of the response to the net-
sending a block notification message in response to the work request to the mobile device in separate network
determining to the mobile device; messages, at an interval that is less than a mobile device
receiving an indication that the received email message is timeout value while the filter processing of the data set is
authorized to be transferred to the mobile device after | in progress, wherein the plurality of portions do not
sending the response to the mobile device; include data derived from the data set; and
in response to the indication, sending a first network mes- sending a remaining portion of the response to the mobile

device in response to the completion of filter processing

sage to the mobile device, the first message indicating a
of the data set.

property of the block notification message has changed
from a first value to a second value; k% & %



